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To realize a safe, secure, and sustainable society, we have enhanced our defenses
against cyberattacks by reforming our security monitoring infrastructure and
adopting the use of Al.
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With the evolution of technology, the lives of people have changed.
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While the telephone and Internet took 35 and 7 years, respectively, to become
widespread, generative Al took only 2 months to take the world by storm.
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Similarly cyberattacks such as phishing scams and DDoS attacks are rapidly
becoming more sophisticated and complex, necessitating defensive
countermeasures and actions.
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Because communication is a vital component of society, security monitoring for
the early detection of and rapid response to cyberattacks is a critical task for
security engineers.
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Security monitoring entails three challenges.
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The first relates to time.

To prevent attackers from exploiting time gaps, a faster initial response is required
from the time of collecting new logs to analyzing them.
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The second relates to data connections.
Logs need to be collected from multiple systems, and data correlation analysis is
required to visualize the connections.
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The third relates to prediction and accuracy.

Analyses to identify suspicious signs and confirm attacks rely heavily on manual
effort, limiting precision. Building analytical logic is essential to further strengthen
attack detection.
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To address these issues, we have overhauled our security monitoring
infrastructure.
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First, we redesigned the entire process from log collection to analysis, based on
our massive customer database and diverse services. We automated the creation
of most of the pipelines for log collection, processing, and storage, thereby
significantly reducing the time required for new log collection.
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Furthermore, we introduced proprietary Al-based logic for threat detection.

Using diverse logs collected from multiple internal systems, we visualized data
connections, transforming previously isolated data points into the behavioral
scenarios of visible attackers.

This approach enables the predictive detection of early signs by rapidly responding
to unknown and variant behaviors, and accuracy is improved, thereby suppressing
false positives.
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Our Service and Network Security Office handles all aspects of cyber security, from
planning countermeasures against new threats to development and monitoring
operations.
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Through 24/7 year-round monitoring by our Security Operations Center (SOC), we
rapidly execute incident identification, impact assessment, attack analysis, root
cause determination, and remediation in a single streamlined process.
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Through monitoring reform, the Al detects signs and presents an analytical
overview. SOC analysts then formulate hypotheses according to the overview,
analyze the data, and make decisions. By the division of roles between analysts
and AI, we can improve both response speed and quality simultaneously.
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By reducing the hours from log collection to analysis by up to 80%, we have
achieved faster initial response times.

e Al OFERBICLD. BZARROY O NS IEZE RIRGERRIZREH 2 /&(CmE k.
Furthermore, AI utilization has doubled the rate for detecting and identifying
anomalies within vast log volumes.

—EDVEZERFEZEMETSIIET, EF]NNY - A2 IDBERBRD AT ROIREINES T
U. 1V ERDEZSHDIENBIEEICRDEUR.

By compressing the hours required for these tasks, freed-up resources can be
shifted toward more advanced threat analysis and countermeasure planning,
thereby enhancing the quality of security operations.
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This security monitoring framework is currently being deployed “as a Service”
within the company.
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The abilities to rapidly search diverse logs, visualize analytical results, and acquire
Al-driven analytical insights are being cultivated as a foundation for further
enhancing company-wide security monitoring capabilities.
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Threats constantly evolve, chain together, and spread. Our reform goes beyond
technical updates.
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We collaborate closely with stakeholders to share threat intelligence and
proactively implement preventive measures. To safeguard the trust of our
customers and protect critical business infrastructures from disruptions, we
ourselves must collaborate strongly—this is the key to supporting a safe, secure,
and sustainable society.



