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ể CPU
H/W

79

ệḰ

H/W ṇ
צּ קּ פּ ︣ Ḯ

CPU ךּ ︣ Ḯ

Ḳ

H/W OpenSSL version

LB #1 OpenSSL 1.1.1f

LB #2 TLS Accelerator OpenSSL 1.1.1f

LB #3 SmartNIC (ASIC) OpenSSL 3.0.0 -alpha13

NW

LB #1

LB #2

LB #3

ṇ ṇ

AP #1

AP #2

RTRT

( )

DCM

1
22,000 ẑ

8KB
AP HTTPS(POST)

TLS TLSḲv1.2 Cipher: ECDHE-RSA-AES128-SHA256

Ḳ

ẑ22,000

TLS Accelerator

SmartNIC

[Sec.]

[TPS]
CPU [%]

CPU

H/W CPU

CPU
CPU CPU
H/W
H/W CPU
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CPU H/W LB
#2,3 H/W LB #1

H/W
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ệḰ

0
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15000

20000

25000

30000

0 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52 54 56 58 60 62 64 66 68 70 72 74 76 78 80 82 84

[TPS]

[Sec.]

LB #1 LB #2 LB #3

Avg. CPU [%] 75.87 / 11.15 ẑ 19.79 77.57

Avg. Transaction Rate [TPS] 5,977.57 9,152.61 18,989.47

Max. Transaction Rate [TPS] 26,993 11,599 21,182

ẑ LB #1 CPU

0~8s, 74s TPS 0

LB #1
LB #2
LB #3

H/W LB
#1

LB #3 ( : SmartNIC ) 
Tx Offload

Rx Offload CPU
CPU

H/W (SmartNIC )
LB #3
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LTEṊ5G Ṋ
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ỈḰ

Ṋ HTTP POST
ṊGET

Å5G
ü

ü28Ghz 400Mhz

ÅLTE
ü

Å 128MB~2GByte
Å CAN

Ṋ
Å 5G LTE

Å

LT
E 5
G

HTTP
ṕ Ṗ

( )

( )
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5G 5G 5G
LTE
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ỈḰ

5G
[ ] 

LTE
5G

[ ] 
LTE

Ḳ
243.61Mbps

Ḳ
262.25Mbps

Ḳ
9.88Mbps

Ḳ
20.69Mbps

Ḳ
861.87Mbps

Ḳ
914.93Mbps

Ḳ
27.91Mbps

Ḳ
44.42Mbps

Ḳ
67

Ḳ
27 38

Ḳ
19

Ḳ
9 47

N
W

250Mbps

10Mbps

67

27 38

900Mbps

30Mbps

19

9 47

2GB * 1

* 1Ḳ 5G
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4 (FY2020 )

ểḰ DC
2 (DNS LB )

DNS LB
CPU

ỄḰ

ỄḰ (LB )

15 TPS
CPU

( )

Å Round -Trip 
Time(RTT) AI

ễḰTLS

(CPU )

ỆḰMessage 

Queue(MQ)

MQ

MQ
1 10

(50ms)

Å

ệḰTLS

H/W CPU
H/W CPU

H/W
SmartNIC

SmartNIC Rx Offload
Å SmartNIC Tx Offload

Rx Offload

ṕ500KB ~ 1MB Ṗ

ỈḰ5G
LTEṊ5G Ṋ 5G

ṕ Queuing
Ṗ NW



Ø 2021 TOYOTA MOTOR CORPORATION , NTT CORPORATION 84



Ø 2021 TOYOTA MOTOR CORPORATION , NTT CORPORATION 85

2018 12 ICT
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AMD AMD Arrow ATI Radeon Advanced Micro Devices, Inc.

Amazon Amazon Web Services AWS Amazon EC2 Amazon S3 Amazon.com, Inc.

Apache Tomcat Apache Hadoop Apache Ignite Apache Zookeeper Apache Kafka Apache Spark Apache Software Foundation

Docker Docker Docker,Inc .

Elasticsearch ḯElastic

Java ḯOracle Corporation ḯ

Kubernetes The Linux Foundation 

Linux Linus Torvalds

Microsoft Windows Windows Aero Internet Explorer Office OneNote Outlook Excel PowerPoint Windows Live Windows Media
Windows Microsoft Corporation Microsoft Corporation

Oracle Oracle Corporation

PostgreSQL PostgreSQL

Redis , Salvatore Sanfilippo

TensorFlow ḯGoogle Inc.

Ubuntu Canonical Ltd.

Intel Intel Inside Intel Inside Intel SpeedStep Core vPro vPro Inside Atom Celeron Pentium
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ICT (1/4)

ṕ Ṗ
1

( ) ṕ Ṗ

ὁAppendix (1)(2)(3)(4) ὂ

ὁAppendix ὂ
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ICT (2/4)

/

VICSṕVehicle Information and Communication System Ṗ

ὁAppendix ὂ

ὁAppendix ὂ

ṕ Ṗ

ὁAppendix ὂ

/
ṕ ú Ṗ
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ICT (3/4)

GPS

ὁAppendix (5)ὂ

ὁAppendix ὂ

1 ( )
1 1

CAN 1 Ṅ
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ICT (4/4)

ὁ ὂ
(1)A. Isomura: ¬Real-time spatiotemporal data utilization for future mobility services ºRedisConf19, Jun 2019
(2)RedisConf19 presentation

<https://www.slideshare.net/RedisLabs/realtime -spatiotemporal -data -utilization -for - future -mobility -services -atsushi - isomura>
(3)RedisConf19 video <https://www.youtube.com/watch?v=jVnIkwpcL3U>
(4)NTT <https://www.ntt.co.jp/journal/1911/JN20191118_h.html>
(5) Aki Hayashi, Yuki Yokohata , Takahiro Hata , Kouhei Mori, Kazuaki Obana . 

The Road Environment Measurement for Automatic Road Map Generation,
2021 Volume 52 Issue 2 419 -424,Published: 2021,Released: February 19, 2021
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START

Ø OpenStreetMap contributors
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NW

98

(DCM)

NW

4G/5G

CAN

Queuing

CAN

CAN

CAN

CAN

CAN

CAN

CAN

CAN

CAN

CAN

CAN

Ṋ

Ṋ

BGP Anycast TLS

( )

Broker Proxy Proxy
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CAN Ṋ NW

1 CentOS OS Ẇ Ẇ Ẇ Ẇ Ẇ

2 OpenJDK Java Ẇ Ẇ Ẇ Ẇ Ẇ

3 Netty Java NIO Ẇ Ẇ Ẇ

4 Apache Kafka Ẇ Ẇ Ẇ

5 NATS Ẇ

6 Apache HDFS Ẇ

7 Apache YARN Ẇ

8 Apache Spark Ẇ

9 Redis KVS Ẇ Ẇ

10 Apache Ignite Ẇ

11 Elasticsearch Ṋ Ẇ

12 UltraMonkey Ẇ Ẇ

13 Docker Ẇ Ẇ

14 Kubernetes Ẇ Ẇ

15 Hitch TLS Ẇ Ẇ Ẇ

16 PostgreSQL ṕRDBMSṖ Ẇ

17 PostGIS
PostgreSQL 

Ẇ

18 Nginx Web Ẇ

19 OpenSSL SSL/TLS Ẇ

20 FRRouting Ẇ
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#

1 CAN

HTTP

2
Ṋ

3

4

CAN Ṋ

5 CAN
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#

1 CAN 25

CPU(Xeon Gold 5118) Ḳ2P,24C,48T
Ḳ192GB
(HDD) Ḳ1,200GB

2
CAN

Ṋ 6

CPU(Xeon Gold 5118) Ḳ2P,24C,48T
Ḳ192GB

(HDD) Ḳ1,200GB

3 - 1

CPU(Xeon Gold 5118) Ḳ2P,24C,48T
Ḳ192GB
(HDD) Ḳ1,200GB

4 - 3

CPU(Xeon Gold 5118) Ḳ2P,24C,48T
Ḳ192GB
(HDD) Ḳ1,200GB

5 CAN 9

CPU(Xeon Gold 5118) Ḳ2P,24C,48T
Ḳ288GB
(SSD)Ḳ1,600GB
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4G/5G

CANCAN
CAN

CAN
CAN

N
W

(D
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C
A

N

Queuing
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CAN
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CAN

104104

#

1

CAN2

3 CAN

CAN Event

4

CAN
ṕ Ṗ

5

6

7
CAN

CAN
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CAN
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#

1 CAN 8

CPU(Xeon Gold 5118) Ḳ2P,24C,48T
Ḳ288GB
(SSD)Ḳ1,600GB

2 CAN
CAN aḲ5

bḲ15

CPU(Xeon Gold 5118) Ḳ2P,24C,48T
Ḳ192GB
Ḳ1,200GB

3 - 1

CPU(Xeon Gold 5118) Ḳ2P,24C,48T
Ḳ192GB
(HDD) Ḳ1,200GB

4 - 3

CPU(Xeon Gold 5118) Ḳ2P,24C,48T
Ḳ192GB
(HDD) Ḳ1,200GB

5 CAN - 1

CPU(Xeon Gold 5118) Ḳ2P,24C,48T
Ḳ192GB
Ḳ1,200GB

6 CAN 3

CPU(Xeon Gold 5118) Ḳ2P,24C,48T
Ḳ192GB
Ḳ1,200GB

7 1

CPU(Xeon Gold 5118) Ḳ2P,24C,48T
Ḳ288GB
Ḳ1,600GB
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CAN
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#

1
CAN CAN

2

3
CAN CAN

CAN

4 ṕ Ṗ

5

6
GPU

GPU

7

8
Ṋ

ṕ Ṗ

9 NW DC CAN NW

10 NW

107107
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#

1 1

CPU(Xeon Gold 5118) Ḳ2P,24C,48T
Ḳ288GB
(SSD)Ḳ1,600GB

2

ṕGPU Ṗ

2
GPUḲNvidia V100 -PCle
CPU(Xeon Gold 5118) Ḳ2P,24C,48T

Ḳ288GB
(SSD)Ḳ1,600GB

3

2

Ṋ
NW

4

4
ṕGPU Ṗ

9

CPU(Xeon Silver 4110) Ḳ2P,16C,32T
Ḳ192GB
(HDD) Ḳ1,200GB

5 LB 1

CPU(Xeon E5 -2630v4) Ḳ2P,20C,40T
Ḳ128GB
(HDD) Ḳ300GB

6 1

CPU(Xeon E5 -2630v4) Ḳ2P,20C,40T
Ḳ128GB
(HDD) Ḳ300GB

7 CAN - 1

CPU(Xeon Gold 5118) Ḳ2P,24C,48T
Ḳ192GB
(HDD) Ḳ1,200GB

8 4

CPU(Xeon Gold 5118) Ḳ2P,24C,48T
Ḳ288GB
(SSD)Ḳ1,600GB
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#

1

2

2
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#

1 1

CPU(Xeon Gold 5118) Ḳ2P,24C,48T
Ḳ192GB
(HDD) Ḳ1,200GB

2 1

CPU(Xeon E5 -2630 v4 )Ḳ2P,40C,80T
Ḳ128GB
(HDD) Ḳ1TB

3 - 3

CPU(Xeon Gold 5118) Ḳ2P,24C,48T
Ḳ192GB
(HDD) Ḳ1,200GB
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4G/5G

CANCAN
CAN

CAN
CAN
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NW

113

(EPC)

APN

pGW

B
G

P
 (A

n
yca

st)

BGP

Anycast

APN

pGW

/

10G

#1

B
G

P
 (A

n
yca

st)

ṕ Ṗ

NW

LB / DNS

MQ
Proxy

ṕ Ṗ

NW

LB / DNS

MQ
Proxy

#2

DB

² #1
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IA
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#

1

BGP Anycast
IP BGP Anycast

NW

TLS TLS

2 - ṕHTTP/MQTT/ WebSocket Ṗ

3 Queuing -

4

NW NW

Proxy

5

6

NW
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ểṌỆ NW

115

ể DNS, LB, 

CPU Intel Xeon E5 -2650 2.00GHz 8C/16T

RAM 64GB

SAS 1.67TB (300G x8 RAID50)

ESXi-6.5.20180502001 -standard

CPU 8vCPUs

RAM 32GB

HDD 64GB

OS Ubuntu 18.04.1.0 LTS amd64

Kernel Linux Kernel 4.15.0 -45 -generic

Nginx(LB) 1.15.6

dnsdist(DNS) 1.3.3 (Lua 5.1.4)

Knot DNS(DNS) 2.6.9

Ễ ễNW , 

CPU Intel Xeon Gold 6140 2.3GHz 18C/36T x2

RAM 384GB

SSD 480GB (480G x2 RAID1)

OS Ubuntu 18.04.3.0 LTS

Kernel Linux Kernel 4.15.0 -135 -generic

Nginx(LB) 1.14.0

Ệ NW , 

CPU Intel Xeon Gold 6140 2.3GHz 18C/36T x2

RAM 384GB

SSD 480GB (480G x2 RAID1)

OS Ubuntu 20.04.1 LTS

Kernel Linux Kernel 5.4.0 -65 -generic

Nginx(LB) 1.19.3
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ệ NW
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ệ NW #2 (TLS Accelerator; QuickAssist
Adapter)

CPU w/ HT Yes

NIC Intel X710

QAT board QuickAssist Adapter 8950 x3

Kernel Linux Kernel 5.4.0 -65-generic

OpenSSL 1.1.1f

ệ NW #3 (ASIC based SmartNIC )

CPU w/ HT No

NIC Intel X710

SmartNIC Mellanox ConnectX -6 Dx

Kernel Linux Kernel 5.4.0 -65 -generic (ktls enabled)

OpenSSL 3.0.0 -alpha13

ệ NW

CPU Intel Xeon Gold 6140 (2.3GHz, 18C) x2

RAM 384GB DDR4

SSD 480GB (RAID1)

OS Ubuntu 20.04.1 LTS

nginx (LB) 1.18.0

TLS (Cipher) v1.2 ( ECDHE-RSA-AES128-SHA256)

ệ NW #1 (CPU)

CPU w/ HT Yes

NIC Intel X710 x2

Kernel Linux Kernel 5.4.0 -42 -generic

OpenSSL 1.1.1f
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DNS LB
DNS LB
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ểḰ

DNS

DB NW
DNS DB

DNS

DB NW
LB DB

LB

( )

DNS

DB

DNS

ẑ (DNS LB ) BGP Anycast
BGP Anycast GW

pGW

NW

( )

LB

DB
TLS

DNS / 

HTTP

LB-
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LB 1

118

Ễ ễḰ

1

NW
( )

LB ṇ #1

LB ṇ #2

LB ṇ #3

ṇ ṇ

AP ṇ #1

ṇ

AP ṇ #2

ṇ

DB

Anycast RTRT

RT BGPAnycast ECMP

LB

2

NW

LB ṇ #1

LB ṇ #2

LB ṇ #3

ṇ ṇ

AP ṇ #1

ṇ

AP ṇ #2

ṇ

DB

Anycast RTRT

AP

Anycast RT LB
BGP
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NW NW
NW Message 

Queue(MQ) NW MQ
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ỆḰ

Proxy

NW

Proxy

Proxy

Proxy

Broker

Broker

Broker

Proxy

AP

NW
Proxy

AP

Proxy

Proxy

Proxy

Broker

Broker

Broker

NW

Proxy

Proxy

Proxy

Broker

Broker

Broker

Proxy

NW

Proxy

Proxy

Proxy

Proxy

Broker

Broker

Broker

MQ

MQ
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