Safety and Security

Information Security Training

Each Group company seeks to raise information security literacy by organizing training for all employees as well as the
employees of parther companies. Training is offered through e-learning, and all employees are obliged to participate in the
course once a year. Looking ahead, we are considering unifying training content throughout the Group to provide employees
with a standard level of knowledge on information security required in their business operations. By doing so, we will seek
to enhance the security capabilities of the NTT Group and reinforce its human resources to deliver safe, secure services for
our customers and society at large.

Research and Development Initiatives

In addition to advancing the technological development of service security, we are focusing on developing elemental security
technologies. In 2019, we established a global research center for research into cybersecurity and encryption technology
centered around some of the world’s leading researchers.

Management of CSIRT
The NTT Group established NTT-CERT in 2004 to function as a computer security incident response team (CSIRT). This
team collects information regarding security incidents associated with the Group. It then offers support for addressing these
incidents, formulates measures to prevent recurrence, develops training programs, and provides security-related information.
As a central element of the NTT Group’s security initiatives, NTT-CERT provides a reliable venue for consultations regarding
information security. The team also collaborates with organizations and specialists inside and outside the NTT Group to offer
support for detecting and resolving security incidents, minimizing damages, and preventing occurrence. NTT-CERT is
thereby contributing to better security for both the NTT Group and societies that are permeated by information networks.

Moreover, NTT-CERT coordinates with the United States Computer Emergency Readiness Team (US-CERT*') and the
Japan Computer Emergency Response Team Coordination Center (JPCERT/CC*?) and is also a member of the Forum of
Incident Response and Security Teams (FIRST) and the Nippon CSIRT Association,*® which enables it to coordinate with
domestic and overseas CSIRT organizations. This coordination makes it possible for NTT-CERT to share information on
relevant trends and response measures. In addition, NTT-CERT participates in the cross-industry drills held by the National
Center of Incident Readiness and Strategy for Cybersecurity (NISC) to share expertise and gather information. NTT-CERT
also plays a role in promoting the establishment of CSIRTs at Group companies and helping improve their response
capabilities.

NTT-CERT will expand its collection of information on vulnerabilities and attacks to cover areas including the dark web
and will strengthen its information analysis platform and further automate and enhance its response to cyber threats in order

to continually respond to threats as they change.

*1 US-CERT: An information security preparedness organization under the Department of Homeland Security (DHS)

*2 JPCERT Coordination Center: An organization that collects reports inside Japan, supports responses, monitors situations, analyzes entry points, and
reviews and provides advice on measures for preventing reoccurrences from a technical standpoint with regard to computer security incidents such as
intrusions through the Internet or service interruptions

*3 NTT-CERT founded the Nippon CSIRT Association

2 NTT-CERT  https://www.ntt-cert.org/index-en.html

Nippon CSIRT Association  https://www.nca.gr.jp/en/

& FIRST Forum of Incident Response and Security Teams  https://www.first.org/
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